We propose and experimentally demonstrate a dynamic encryption method to realize physical layer security for orthogonal frequency division multiplexing passive optical network (OFDM-PON). In our scheme, encryption of the downstream signal is obtained by applying exclusive or (XOR) operation between optical network units' (ONUs') downstream signals and received upstream signals at the optical line terminal side. The upstream signals are used as secure keys for corresponding ONUs. Then the encrypted downstream signals are sent to the ONU sides, where the downstream signal can be retrieved by applying XOR operation again between the encrypted downstream signal and the stored upstream signal. Since each ONU cannot obtain the upstream signals of other ONUs, only the ONU itself can recover its downstream signal from the encrypted downstream signal. Moreover, the secure key is dynamically changing along with the upstream signal, significantly improving the security of the downstream signal for the OFDM-PON system. A 5-Gb/s 16-quadrature amplitude modulation OFDM signal with XOR-based encryption has been successfully implemented over a 25-km standard single-mode fiber. Experimental results verify that the encryption scheme can effectively prevent eavesdropping by malicious users.
Introduction
Driven by the ever-increasing data traffic of multimedia services, the bandwidth requirement is fast growing in optical access networks [1] , [2] . Orthogonal frequency division multiplexing passive optical network (OFDM-PON) has been regarded as a promising candidate for next-generation optical access network owing to its high spectral efficiency and resistance to chromatic dispersion (CD) [3] . Because of the broadcast nature of OFDM-PON in the downstream direction, each optical network unit (ONU) can receive other ONUs' downstream signals. In practical networks, e-bank accounts, credit card information, and financial transactions may be eavesdropped by malicious users [4] . Therefore, security of the downstream signal has become an important issue in OFDM-PONs.
MAC-layer encryptions have been reported to improve the security of PON system [5] , [6] . However, in these schemes, the control signals may be not effectively protected as indicated in [7] , [8] . Physical layer encryption has been proposed to further improve the security of downstream transmission in optical access networks, which is a transparent encryption scheme for different data types [9] . Thanks to the convenient digital signal processing (DSP) of OFDM signal, the downstream signal encryptions have been realized at the physical layer by using different methods, including constellation masking, chaos scrambling, and chaotic permutation [10] - [12] . Then the encrypted downstream signals are transmitted to the ONU sides, where the downstream signals can be decrypted by using the corresponding key. However, due to the broadcast nature of OFDM-PON system, the ONU's downstream signal still has potential risk of being eavesdropped by malicious users once they have the secure key.
In this paper, we propose and experimentally demonstrate a dynamic security method for physical layer encryption in OFDM-PON. The upstream signals from each ONU are received at the optical line terminal (OLT) side, and the encryption is obtained by bit-wise exclusive or (XOR) operation between ONU's downstream and upstream signals. Here, each ONU's upstream signal is used as its secure key. The encrypted downstream signals are sent to the ONU sides, where each ONU selects its own OFDM subcarriers. Then the decryption processing is realized by using XOR operation between the encrypted downstream signal and the stored upstream signal. Therefore, only ONU itself can decrypt the encryption signal because it has a copy of its upstream signal. Since DSP is easy to be implemented in OFDM-PON system and ONU cannot obtain other ONUs' upstream signals, XOR between downstream and upstream signals is a simple and effective encryption method for downstream signal. Moreover, the upstream signal of each ONU is timevarying, implying that the secure key is dynamically changing. A proof-of-concept experiment is performed to verify the feasibility of our proposal. Successful transmission of 5-Gb/s 16-quadrature amplitude modulation (QAM) OFDM encrypted downstream signal has been demonstrated over a 25-km standard single mode fiber (SSMF). Experimental results validate that the proposed encryption scheme can greatly enhance the security of OFMD-PON system. Fig. 1(a) illustrates the principle of bit-wise XOR encryption and decryption. Each ONU's upstream signal is used as its secure key in our proposed method. The downstream signal encryption is realized by employing XOR operation between upstream and downstream signals. Then the encrypted downstream signal can be decrypted by applying XOR operation with the stored upstream signal at each ONU. The principles of encryption at OLT, decryption at ONU 1 and ONU n are depicted in Fig. 1(b) , where only ONU itself can decrypt the encrypted downstream signal. As shown in Fig. 1(c) , the upstream data from each ONU are modulated onto different optical carriers and transmitted to the OLT side. Fig. 1(d) describes the encrypted downstream signal transmission and decryption processing at the ONU sides. One ONU cannot decrypt other ONUs' downstream signals due to the lack of their upstream signals. Thus the downstream signal security is guaranteed by using XOR operation. Moreover, the secure key is dynamically changing with the upstream signal. Therefore, the physical layer security can be greatly improved via the proposed method.
Operation Principle

2a. Basic Principle
2b. Asymmetric Transmission Scenario and Storage Time of Upstream Signal in the Proposed Encryption System
In this paper, the downstream signal encryption is achieved by applying XOR operation between ONU's downstream and upstream signals at the OLT side. However, the bit-rates of upstream and downstream signals are usually different, resulting in asymmetric transmission for the PON system. Generally speaking, the bit-rate of the downstream signal is higher than that of the upstream signal [2] . We define an asymmetry parameter A (a positive integer), which satisfies the inequality
where R d and R u are the bit-rates of downstream and upstream signals, respectively. We can repeat the upstream signal A times and then apply encryption and decryption processing.
It is known that 4 : 1 asymmetry is a common scenario in the optical access network [3] . Fig. 2 illustrates the principle of bit-wise XOR encryption and decryption processing when the asymmetry parameter is 4. When the bit rate of the upstream signal is lower, the asymmetry parameter can be increased to deal with it. If the bit-rate of the downstream signal is lower than the upstream signal, the encryption processing can be realized by applying XOR operation between the downstream signal and part of the upstream signal. When the upstream transmitter is idle, the OLT can store a previous frame as security key for the ONU. The secure key can be updated until there is upstream signal. Here, the minimum granularity of XOR operation is an OFDM frame. OLT and ONU can respectively realize encryption and decryption operations when the frame synchronization is obtained. Note that the asymmetry parameters are different for ONUs and changing along with the real-time traffics. In a conventional PON system, the upstream signals can be temporarily stored at the ONU sides [13] , [14] . For the proposed OFDM-PON, the upstream signal needs to be stored at the ONU side to decrypt the encrypted downstream signal. The storage time is the same as the round trip delay of each ONU. For a PON system with 25-km feeder fiber, it contributes 250 s to the round trip delay [15] . Therefore, the upstream signals need to be restored for 250 s at the ONU sides. We assume that a 40-Gb/s PON system has 32 users and each ONU has 25-km fiber length. When each ONU has the same upstream bit rate, the additional memory for upstream storage can be calculated by 40=32 Â 250 Â 10 À6 Gb ¼ 0:32 Mb. It should be noted that ONUs with different distribution fiber lengths require different storage times [16] .
Experimental Setup and Results
A proof-of-concept experimental setup for XOR-based encryption in OFDM-PON system is depicted in Fig. 3 . In our experiment, the OFDM signal is generated offline by MATLAB, and the IFFT size is 1024. A frequency guard band equal to the signal bandwidth is used to separate the OFDM signal from the optical carrier. Intensity modulation-direct detection (IM-DD) OFDM signal is obtained by using Hermitian symmetry before the IFFT [17] . Therefore, 256 subcarriers are filled with the OFDM signal. The DSPs at the OLT and ONU sides are illustrated in Fig. 3 . Meanwhile, a training sequence is inserted to realize timing synchronization and channel equalization [18] . Data 1 and Data 2 for ONU 1 and ONU 2 are output by an arbitrary waveform generator (Tektronix 7122C) with 5-GSample/s sampling rate and 10-bit resolution of digital-to-analog conversion (DAC). It is assumed that each ONU has 64 subcarriers and 4 subcarriers are set to be zero as guard band. Then each ONU has a raw bit-rate of 1.25 Gb/s when each subcarrier uses 16-QAM format. The electrical spectra of the two signals are presented in Fig. 4(a) and (b) . For the upstream transmissions, two continuous wave (CW) lights from distributed feedback (DFB) lasers with wavelengths at 1 ¼ 1555 nm and 2 ¼ 1556 nm are fed into two 10-GHz single-drive MachZehnder modulators (MZMs) at ONU 1 and ONU 2 sides, respectively. Polarization controllers (PCs) are employed to obtain good performances, and the two MZMs are both biased at the quadrature points. The output signal of each MZM is amplified by an erbium doped fiber amplifier (EDFA), and a tunable optical filter (TOF) is used to suppress the amplified spontaneous emission (ASE) noise. Then the two upstream signals are combined together by a 3-dB optical coupler. At the remote node (RN), a 12-dB optical attenuator is used to emulate a 1 : 16 optical splitter. After 25-km SSMF transmission, at the OLT side, the upstream OFDM signals from the two ONUs are detected by a photo detector (PD). The electrical spectrum of the combined signal is shown in Fig. 4(c) . After sampled by a real-time oscilloscope (Tektronix DSA70804) and off-line DSP, the upstream signals can be recovered at the OLT side. We assume that the raw bit-rates of downstream signals for ONU 1 and ONU 2 are 1.25 Gb/s and 3.75 Gb/s, respectively. Since the upstream bit-rates of the two ONUs are both 1.25 Gb/s, the asymmetry parameters for ONU 1 and ONU 2 are 1 and 3, respectively. As described in Figs. 2 and 3 , the encryption processing of ONU 1 can be realized by applying XOR operation between ONU 1 's downstream and upstream signals. For ONU 2 , the upstream signal repeats 3 times, and then applying XOR operation with its downstream signal. Fig. 4(d) depicts the electrical spectrum of the encrypted downstream signal. A CW light at ¼ 1550 nm is fed into a single-drive MZM and modulated by the encrypted OFDM signal. Then the encrypted downstream signals are transmitted to the ONU sides, and an ONU can only recover its own downstream signal since it has the stored upstream signal. For the illegal and mismatched ONUs, the BERs are 0.5, which verify that our proposed scheme is a reliable security method. It is worth noting that the proposed encryption concept can also be used in other PONs with broadcast nature.
Conclusion
We have demonstrated a dynamic encryption scheme to realize physical layer encryption for OFDM-PON system based on XOR operation. The upstream signals from ONUs are used as secure keys of their corresponding downstream signals, and the encryption processing is achieved by applying XOR operation between ONU's downstream and upstream signals. The method effectively improves the security since only ONU itself can decrypt the encrypted downstream signal. 5-Gb/s OFDM signal with XOR-based encryption has been implemented to verify our proposal. Experimental results show that the proposed security method can effectively prevent eavesdropping by other users.
